scheme, design, contrive, organize, systematize, methodize,
rationalize, centralize, order, program, propose, suggest,
resolve, intend, project, aim, approach, approach a problem,
confront a problem, attack a problem, make (or draw up) a
plan, conceive (or form) a plan, draw up, draft, frame, shape,
form, work out, map out, lay out; sketch, sketch out, chalk out,
design, design a prototype, program, lay the foundation, lay
the cornerstone, map out a course, mark out a course, shape
a course, schedule, draw up a schedule, phase, adjust, revise,
redo, recast, improve, prepare, arange, prearrange, predeter-
mine, think ahead, look ahead, calculate, budget, forecast,
predict, foresee, envision, expect, follow a plan, have a policy

Disaster <noun>

la. An occurrence inflicting widespread
destruction and distress.

1b. A grave misfortune; great or sudden
misfortune; catastrophe.

2. collog. complete failure.
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-
A Note from the Editor

"Life is what happens to you while
you're busy making other plans."
~John Lennon

Disasters can strike at any time and most generally occur
with little or no warning. As information technology and
financial professionals, a large share of the burden for
planning for disasters and certainly recovering from disas-
ters falls to us.

This white paper presents several articles that focus on
preparation for and reaction to disasters, ranging from the
annoyance of hardware failure or data corruption at the
low end to the devastation of full-scale physical destruction
of facilities at the other. One piece is written from the per-
spective of a colleague who has lived to tell the tale -- a
real-life account of recovery from the destruction of a tor-
nado.

We gratefully acknowledge the experience, expertise and
professionalism of our authors and hope that you find
many pearls of wisdom herein.

Randi Mayes
LawNet, Inc.
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Business Continuity Program:
e A Necessity for a Law Firm

Shook, Hardy & Bacon L.L.P.

Obtaining the authorization to initiate a disaster recovery plan can
be next to impossible for some organizations. But it was not for
Shook, Hardy & Bacon L.L.R In the summer of 1990, an explosion
and subsequent fire in downtown Kansas City, Missouri, knocked out
power to a very large portion of downtown where our corporate
offices are located. Of course, this severely impacted a number of
our critical business processes, thus forcing us to realize the necessity
of being protected from a serious business interruption. Immediately
thereafter, thanks to the commitment and consent of our senior-level
management, we were authorized to start a program to protect the
firm from such interruptions.

| had unofficially managed the business continuity/disaster recovery
effort since 1990, along with my official role of Information
Technology Manager. It should be noted that in 1990, we had
approximately 500 employees, three offices and two mid-range
computer systems and a very simple Local Area Network and Wide
Area Network architecture. Now we have close to 1,800 employees,
13 locations, over 170 servers and mid-range computer systems and
a very complex Local Area Network and Wide Area Network architec-
ture. Also, | now have a staff that consists of a Business Continuity
Specialist and two Computer Security Analysts who have the responsi-
bility of Business Continuity Planning, Emergency Response, Disaster
Preparedness, Auditing, and Computer Infrastructure Security.

This article has been written to assist you in developing a Business
Continuity Plan by providing a framework and methodology used by
many of the prominent Business Continuity and Disaster
Preparedness/Recovery centric organizations.

What | have to say is not all-inclusive or all-encompassing, but | hope it will help you maneu-
ver down the right path of implementing a viable, successful plan to restore your firm's busi-
ness processes in the event of a serious business interruption. Even though it may seem like
a daunting project, it does not have to be. You may initially be the sole owner of the project
with overall responsibility, but remember you can start small. Some key items that may help
you keep that focus:



Review What You Currently Have in Place

Il Daily fullimage magnetic media backups are
recommended because of the increased time it
takes to restore incremental backups. Files, save
sets, databases, etc. should be restored from
tape periodically to confirm the integrity of the
backup.

Il If you don't already use a vendor that has a
secured, environmentally-controlled offsite stor-
age site for your magnetic media and vital
records, | highly recommend it.

Il Do you have redundancy built into your comput-
er infrastructure? This could be UPS for your criti-
cal hardware components, an electrical filtering
system to ensure "dirty power" does not get
through to your critical systems, and mirrored
and/or hot swap disk drives to make sure that a
failed disk drive does not take down a critical
application for an extended period of time.

B Review of your firm's insurance policy to make
sure it has adequate "Business Interruption" and
"Out-of-Pocket-Expense” riders. You want to
make sure that "Standard Care" was taken or
"Due Diligence" was exercised if you have to mit-
igate the effects of a business interruption on
your firm's critical business operations.

Plan Initiation

For an individual tasked with the responsibility of provid-
ing the firm with computer network or other service
area support, a business continuity program can be
an arduous task. You might know the importance of
having such a program in place, but the decision-
makers have to have the facts in order to implement
the program. Their question will be," why?" This is
because the program is often looked at as an
expense and not a revenue generator. Needless to
say the cost of not doing it greatly outweighs the cost
of doing it due in part to the following:

Your firm has a professional obligation to protect
the assets of clients and the firm.

Your firm may have statutory obligations in core-
lation to work being done for a client.

Your firm has an ethical obligation to ensure the
best interest of not only your clients but also the
employees of the firm.

Your firm has a moral obligation to the well-
being of the employees who have supported
the organization.

Additionally, communicate the need for a continuity
plan by raising the level of awareness of senior-level
management regarding the ramifications of not hav-
ing a comprehensive plan to address potential busi-
ness interruptions, such as:

Lost revenue

Lost Customers/Clients
Negative Publicity

Loss of Business

Loss of Competitive Edge

After a serious business interruption:

Over 40 percent of businesses never reopen.

A company that experiences a total computer
outage that lasts more than ten days will never
recover financially.

50 percent will be out of business within five
years.

After you have successfully persuaded senior-level
management of the necessity of having plans and
processes in place to address any potential business
interruption, then you should address the following.

Assign a person the responsibility of managing the
effort. Senior-level management must appoint some-
one to lead the business continuity planning effort that
has the power to lead, influence, support, prioritize,
and organize the project. Senior-level management
must provide full support to the project team, and
mechanisms should be developed to keep the senior
staff informed of the business continuity planning proj-
ect status. Senior-level management will play a key
role not only in approving continuity strategies for criti-
cal business processes but also in deciding which
processes are critical and must be planned for.

Identify key, reliable personnel as team members with
the understanding that you have a cross-mix of prac-
tice section, business unit, and information technology
personnel to cover all areas that may be affected by
a serious business interruption. Whenever possible, the
project team should plan to empower employees dur-
ing the implementation of the plan to strive to elimi-
nate situations where centralized execution takes
place.

Contract external personnel if needed. It is key to
making sure your program gets off on the right track.
You may want to contract the initial phase to a busi-
ness continuity consultant or an organization that has
expertise in business continuity planning and/or Disaster
Recovery services. If outside consultancy is obtained,
their role should focus on facilitation, not project own-
ership.

Acquire appropriate hardware and software for this
project. It is suggested the hardware consists of at
least a mid-range performance laptop (for mobility)
with a small high-speed printer. Software should be a
universal word-processing application, but preferably a
business continuity planning software application
developed by organizations such as Comdisco,
SunGard, or Strohl Systems.
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Other references and recommendations about hard-
ware, planning software and other related Business
Continuity topics can be found on the Disaster
Recovery Journal Web site, which is www.drj.com or on
the Contingency Planning and Management Web site,
which is www.contingencyplanning.com.

Evaluate and Identify Risks

Determine the probability and consequences associ-
ated with potential risks to your firm. Identify controls
and safeguards to prevent or minimize the effects of a
business interruption.

Have or gain knowledge of the physical and comput-
er security access and controls in your firm. Have or
gain knowledge of the facilities infrastructure of your
firm.

Seek external assistance, such as a Business Continuity
consultant to "jump start" your program because often
you will not have the personnel resources to ade-
quately initiate the program.

Prepare a risk analysis that includes a broad range of
possible business interruptions, including natural, tech-
nical, social, and human threats. Each functional
area of the firm needs to be analyzed to determine
the potential impact associated with different disaster
scenarios such as: geographical location, proximity to
major transportation arteries, history of the location’s
susceptibility to natural disasters, etc.

Provide for the worst case scenario: destruction of the
main office. Rather than attempting to determine
exact probabilities of each business interruption, use a
rating system spanning from high to low to include a
mid range to identify possible threats.

Determine the probability of occurence and the
potential impact of each type of threat on the various
business units and practice sections within the firm.

Identify the preparedness and preventative measures,
if any, already in place. Once the potential areas of
high exposure to the individual business units and
practice sections are identified, additional mitigation
measures can be recommended.

Have senior-level management determine their
acceptable risk level. Their acceptable risk level will
most likely determine the overall resources and cost
dedicated to this effort and then:

Identify risk reduction alternatives.
Identify vulnerabilities/threats and exposures.

Understand the loss potential from natural, man-
made, accidental, intentional, internal, and
external risks. This is especially important if you
have offices in multiple locations and overseas.

Determine the firm's vulnerability to the afore-
mentioned loss potentials.
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Perform a Business Impact Analysis

The Business Impact Analysis, more commonly known
as a BIA, is important because it makes the person in
charge or his/her designee who is responsible for a
practice section or business unit determine what is crit-
ical to his/her respective section and what is not. This
very often necessitates a collaborative effort between
the Business Continuity person(s), other members of
the practice section or business unit, and individuals in
departments that work closely with the practice
section or business unit, because they may be
adversely affected either collaterally or residually.

A Business Impact Analysis identifies the critical busi-
ness processes that most affect the firm's revenue and
assets. This process helps you to identify and prioritize
the recovery strategies that might be needed during
an extended business disruption. A Business Impact
Analysis is also a comprehensive process that defines
your critical business processes and the resources
needed to support them. It is very important to
address both internal and external processes. A fright-
ening fact learned by a number of firms during the
Year 2000 planning phases was our total dependency
on the utilities, the court system and some vendors.

Identify the individual or group of individuals who
needs to provide you information. These individuals
should have a broad knowledge of the practice sec-
tion or business unit and are most likely to provide
accurate and objective information regarding their
practice or business sections. To be successful and
gain the assistance that you require, senior-level man-
agement will have to reiterate to these individuals the
importance of being selected and their responsibility
to provide information that is requested of them in a
timely manner. A request to participate in a Business
Impact Analysis project that is mandated by senior-
level management has a much greater chance of
succeeding due to the reality that participation is
required. One of the primary goals is to make sure
everyone involved understands this is a team effort.
This puts in motion the understanding that this is the
most important phase of Business Continuity Planning.
Communicating the seriousness of the process raises
the level of overall awareness and helps create an
atmosphere of teamwork, cohesiveness, and unity.

When appropriate personnel are identified, you must:

Explain the Purpose

Explain that you are there to help by getting their prac-
tice section’s or business unit's relevant information for
input to planning strategy.

Explain that the plan is not an information technology
plan - but a plan to recover the practice section’s or
business unit’s information technology capabilities.

Reiterate the importance of having a written plan in
the event key people with all of the intellectual knowl-
edge are not around.



Explain the Focus
Focus on the time-critical business processes (this is
usually about one half of what they do).

Assume a worst-case business interruption (worst time
of day/week/month, etc.).

Assume no recovery capability exists. Determine man-
ual ways of getting the work done.

Remain focused on the scope of the Business
Continuity Plan.

Explain the Type of Information Needed
Comparative information will be very beneficial.

Questions will be structured so there are no wrong
answers.

Do not get sidetracked by insignificant information.

Document the Results

Begin documentation of the results immediately. Also,
determine the format that you will use to prepare the
documentation.

Develop individual business unit and/or practice sec-
tion summaries if necessary.

Send early results back to interviewees for confirma-
tion.

Present the Results
Draft the report to review internally.

Schedule individual senior-management meetings as
necessary.

Prepare a presentation for senior-management to
explain the scope, goals, and objectives of the proj-
ect.

Distribute the report to all involved in the project.

The Final Product of a Business Impact Analysis

When done properly, the Business Impact Analysis sets
the stage for producing the firm wide contingency
plan by identifying the most critical business processes
across your entire enterprise, barring subjective prioriti-
zation by practice section.

It helps determine the maximum outage that a busi-
ness process can sustain before it severely impacts the
overall operation of the firm.

It identifies the financial, productivity, and personal
impacts of an extended business disruption.

It assesses short-term business impacts and potential
permanent business losses.

It identifies the most vital records to protect.

It identifies which business processes and assets
require the highest level of protection.

It takes into consideration the various methods of
recovery strategies and alternatives.

It quantifies the financial investment necessary for the
various levels of business protection.

Develop Recovery Strategies for Your Firm
Identify and understand all of your viable options to
include:

The cost of your recovery strategy.
The advantages of your recovery strategy.
The disadvantages of your recovery strategy.

It helps to develop business unit/practice section con-
sensus to determine the "best fit" recovery strategy.

Meet with the appropriate personnel in the practice
sections and business units to identify viable recovery
options. (This process was very successful during most
Y2K-planning efforts.)

Consolidate all recovery strategies if applicable.

Identify alternate facilities and off-site storage require-
ments.

Develop manual procedures in the event there is a
delay in becoming electronically enabled.

Develop reciprocal agreements with other firms or
businesses, if there is no conflict of interest.

Identify alternate means of communications such as
Internet, cell phones and two-way radios.

Prepare cost/benefit analysis for the agreed upon
strategies.

Emergency Response

It is imperative that the safety and well-being of your
employees is the highest priority. Ensure that updated
emergency response procedures from the firm and
building management are in place and easily acces-
sible.

Preparing your personnel for emergencies can help
diminish the effects of increased absenteeism, poor
morale, lowered productivity, high medical and men-
tal health claims, an increase in workmen's compen-
sation cases, and possible litigation.

Make sure all employees understand evacuation pro-
cedures. Ensure evacuation routes are clearly marked.
Ensure all personnel can be accounted for in the
event on an evacuation. Determine a pre-assigned
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meeting place in the event the building that you
occupy has to be evacuated. Have periodic emer-
gency response drills for fire, evacuation, bomb threats
and common local emergencies such as tornadoes,
earthquakes and hurricanes.

Ensure that methods of communicating are defined
(cellular telephones, messengers, radio).

Personnel that are CPR trained and/or have complet-
ed Emergency Response training need to be identi-
fied. Ensure that everyone knows where medical
equipment/treatment can be obtained.

Development of the Plan
Document vital applications and vital data sets.

Form disaster recovery teams. Work with the practice
section or business unit supervisors to assign team
leaders, alternate team leaders, and team members.

Develop immediate response, notification, and con-
tact procedures.

Develop plan activation procedures.

Develop hardware, software, and telecommunications
configuration documentation.

Develop vendor information including their after-hours
and emergency phone numbers.

Develop a damage assessment methodology to
ensure there is a plan to replace the most critical sys-
tems first.

Develop recovery procedures that are detailed
enough that a system or process can be recovered
fairly seamlessly, but easy enough that the average
layperson can utilize it.

Develop plan distribution and control procedures.

Implement Corporate Awareness Programs
and Training

Employee Awareness Training

It has been stated that employee awareness is the sin-
gle most effective and, at the same time, least expen-
sive countermeasure that a company can employ. It
is imperative that the organization is aware of your
Business Continuity program, especially the overall
scope of the program.

Formal Business Continuity Planning training needs to
be provided for the individual(s) intimate with the
development and maintenance of the plan.

Team members must be trained and made comfort-
able with their roles.
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Keep the firm apprised of the status of the project.

Remember that any training and associated aware-
ness programs are ongoing.

Test and Exercise Your Plan

One of the worst things that can happen after you
have developed and implemented your plan is to let
it sit and grow dormant. Even though there are several
methods of testing your plan which range from a
tabletop walk-through to a full-scale disaster recovery
deployment and the associated benefits, | have out-
lined the following as being extremely crucial:

Test your plan to verify its feasibility.

Test your plan to verify functionality and useful-
ness.

Test your plans so that team members can inter-
act in a mock or real disaster situation.

Testing will reveal areas of weakness and vulner-
ability.

Testing will help redirect your focus.

Document test results.

Analyze test results with appropriate personnel.
Make necessary adjustments to your plan.

Maintain and Update Your Records
Schedule regular plan reviews with applicable section,
business unit, and team member personnel.

Make necessary changes as often as required, but at
least quarterly.

Make sure you have audit and control procedures in
place.

Make sure that recipients acknowledge receipt of all
updates.

Conclusion

Although law firms generally are not mandated to
have Business Continuity or Disaster Preparedness/
Recovery plans in place, the call to have or not have
one is subjective but paramount. The facts regarding
the consequences of not having a plan in place are
well documented. In a number of disastrous events,
some high profile companies have been financially
crippled or put out of business.

It should also be noted that the notion that a business
interruption will never happen to "us" is a very sad
commentary on the state of business interruption pre-
paredness for many businesses, especially law firms.

Please make sure you are prepared!



Disaster Planninq
d

Developing an Electronic Vit
Records Program LegaleY Technologies, Inc

Law firms and legal departments are information-centric organiza-
tions. Like other businesses, they are administratively dependent
upon internal information for operational, fiscal, legal and strategic
decision-making purposes. This information must be immediately
accessible to firm administrators to ensure the ongoing operation of
the firm, and to provide the infrastructure on which the firm fulfills its
primary purpose - client representation and service.

Lawyers provide services to clients based on information they gather,
which, when synthesized with their expertise, results in a record of
decisions, events and other activities that memorialize the work done
on a legal matter. Therefore, rather than producing a tangible prod-
uct, the lawyer's work product consists of recorded information in
varying formats - electronic and hard copy, documentary and
graphic. The lawyer refers to this work product throughout the course
of a legal matter. An inability to access it jeopardizes the client's
legal and financial position, and thus jeopardizes the firm.

It is critical that the firm resume meeting its clients' needs as soon as
possible after a disaster occurs. Even though the firm has experi-
enced a disaster, it is possible and probably likely, that the entire busi-
ness community has not. This is certainly true to the extent that many
law firms represent national and international clients. The client's busi-
ness and litigation activities are ongoing, and the lawyer cannot
afford protracted down time from his/her efforts to effectively repre-
sent the client's interests.

When a disaster occurs that prevents a law firm from accessing either client-based or
administrative vital information, it cannot function. The loss of information to a law firm is
therefore potentially more damaging than the loss of the firm's office space or physical
equipment. Therefore, a necessary component of a contingency and business resumption
plan for a law firm is a program that defines and protects the firm's vital records. Vital
records are defined as:

. . . records containing information essential to the survival of an organization in the
event of a disaster, . . . [regardless of] medium. Such records are necessary to con-
tinue operations without delay under emergency conditions. They contain informa-
tion necessary to recreate an organization's legal and financial position and to pre-
serve its rights and those of its employees, customers and stockholders.*




What are the law firm's vital records? Clearly they
include a subset of the administrative records that the
firm needs to continue internal operations. These
include biling and accounting records, payroll
records, contracts and partnership records. However,
they also include client/matter records - those records
that have been traditionally found within the physical
file the firm maintains for each matter on which it
works.

Law firms have always considered the client/matter file
to be paper-based. Thus it exists as documents filed
within classified folders that are stored in a central
records center or in a lawyer's office. It is not uncom-
mon for a large law firm to have thousands of active
files, each of which potentially contains hundreds of
documents. To designate the client/matter file as a
vital record requires some method to create a back
up copy of the file, which is then accessible after a
disaster. Most law firms do not have the resources to
copy each active file, store the copies offsite, and
update them regularly. Instead, to the extent that law
firms have given any consideration to the protection of
vital records, they have relied on the ability to recover
client/matter documents from other sources, such as
the cour, co- or opposing counsel, or the client itself.?

Although it is certainly possible for a firm to reassemble
client/matter vital records by collecting them from out-
side parties, it would take most firms many months to
recreate the records for their active matters. This
paper demonstrates that this effort is no longer neces-
sary. By relying on technologies that most firms
already have, it is possible to identify administrative
and client/matter vital records, to create or capture
them electronically, and to retrieve them far faster
than by recreating physical copies. By developing a
formal vital records policy based on electronic
records, the firm will be able to resume client service
almost immediately after a disaster occurs.

This article will define the steps a law firm should under-
take to establish a formal vital records program based
on electronic records. It will then discuss how the firm
can use existing technologies to ensure that all vital
records are captured electronically. This technology
includes records creation and capture applications,
but it also includes using an electronic records man-
agement system as a tool to identify, schedule and
locate vital records so that they can be recovered as
soon as a disaster occurs.

The Vital Records Program in a Law Firm

A vital records program is ". . . a set of policies and
procedures for the systematic, comprehensive, and
economical control of losses associated with vital
records.” A law firm attempting to develop such a
program should follow these steps:

Establish the program.
Identify the vital records.
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Evaluate the risks.

Protect and update the records.
Implement the plan.

Establish the Program

Most law firms have not undertaken a formal method-
ology to create a vital records program. Although in
general law firms have recently spent a considerable
amount of money upgrading their technology infra-
structure, they have spent little effort developing poli-
cies for the use of information. Many law firms do not
have formal records retention policies, e-mail man-
agement policies or disaster plans. To the extent that
these types of policies exists, they are confined to the
mechanics of backing information up, and destroying
e-mail at defined intervals, with little thought about the
content or nature of the information being destroyed.
The fact that most firm's IT departments perform regu-
lar backups of information, which are then stored off-
site, seems sufficient for the purposes of recovering
information after a disaster.*

Because the senior management of the firm is ulti-
mately responsible for losses experienced by the firm
in the event of a disaster, it is critical that it mandate
and support the vital records program. Without the
support of the firm's senior management, lawyers,
other firm administrators and staff will not provide the
input necessary to define the program, nor will they
have an incentive to support the program after imple-
mentation. However, it is likely that some member of
the firm's information management team will need to
educate the executive committee, managing partner,
risk management attorneys, and chief administrative
officer about the nature of potential disasters and the
firm's potential risks.

Within the context of vital records protection, the two
most critical members of the firm's information man-
agement team are the records manager and the
firm's chief information officer or information technolo-
gy director. These two individuals should assume
responsibility for educating senior management and
for developing the vital records program. The CIO has
the skills and resources necessary to capture, back-up
and administer electronic vital records. The records
manager has the skills to undertake the fact-finding
necessary to identify, classify, and schedule vital
records for update. Other team members might
include additional department managers and prac-
tice group representatives, or the process can occur
within the context of the firm's technology committee.

The first task of the vital records team will be to devel-
op a written directive that acknowledges the critical
nature of the firm's information resources and which
defines the need for a vital records program. The
directive will be issued on behalf of firm management,
thus providing the validation necessary for the next
steps of vital records identification, risk analysis, protec-
tion and program implementation.




Identify the Vital Records

The vital records team should engage in fact-finding
on both the administrative and practice sides of the
firm to determine which records should be classified
as vital. This fact-finding generally takes the form of
personal interviews with the records creators or survey
instruments sent to records creators for completion. In
general, interviews are considered the better fact-find-
ing device, since they elicit more immediate and
accurate information.

The vital records team should schedule interviews with
administrative departments such as accounting and
finance, personnel, risk management, conflicts of inter-
est, records management, docket/calendar, market-
ing and the library. On the practice side, the team
should interview practice group directors or represen-
tatives. Because an individual practice group might
include many areas of law, it might be necessary to
interview individual practitioners, or groups of practi-
tioners. Lawyers, paralegals and secretaries should be
included.

Because staff departments or practitioners rely on a
variety of records to accomplish their work, they are
likely to believe that all of these records are vital. It is
important to distinguish important records from vital
records. Although important records facilitate the
completion of a task, vital records are those without
which a business-critical operation cannot be per-
formed or which the firm is legally mandated to main-
tain. Therefore, current accounts payable records are
vital, while records that support paid bills are important
but not vital. Likewise, current client/matter files are
vital, while closed files, which support completed legal
matters, are not.

At the conclusion of the interview process, the vital
records team should create a list of vital records,
including these elements of information for each vital
record:

The name of the vital record.
The purpose of the vital record.
The reason why it is vital.

The department or practice area that creates
and maintains it.

The medium in which the record is created and
maintained.

The preferred method of protection.

Administrative Vital Records

Each firm must define its own list of vital administrative
records. However, it is likely that the list will consist of
records that support the following:

The financial position of the firm, i.e., payables,
receivables, taxes and partnership liabilities.

What the firm owns, i.e., inventories of equip-
ment, library holdings, or other physical assets.

The firm's agreements with outside parties, i.e.,
insurance policies, contracits, leases, and soft-
ware license agreements.

Human resources, i.e., payroll, benefits, partner-
ship agreements and compensation, and
recruiting.

Business processes of the firm, i.e.:

o Conflicts and client/matter intake
o Docket/calendar

o Marketing

0 Records management

The information management environment, i.e.,
diagrams of network configurations, specifica-
tions of computing platforms, backup strategies
and inventories, master list of application soft-
ware.

Client/Matter Vital Records

Each area of law will define specific vital records. For
example, vital records for estate planning will include
wills, codicils, asset inventories, or the formal estate
plan. Litigation vital records might include correspon-
dence between the client and lawyer, litigation strate-
gy memoranda, pleadings, deposition transcripts or
exhibits.

The interviews that the vital records team has with
each area of law should focus on the specific docu-
ments necessary to protect the client's position, and to
recreate the firm's strategy with respect to representa-
tion. The team should specifically focus on the need
to preserve attorney notes as vital records - these are
usually handwritten and not captured electronically. If
a specific practice area indicates that these notes
would be critical to the firm's ability to resume active
representation of the client, a process must be devel-
oped to capture the notes electronically.® The same is
true of signed, original documents.

Evaluate the Risks®

A risk assessment is critical to the vital records pro-
gram. It is important for the firm to determine which
types of disasters it is likely to encounter and the spe-
cific risks these disasters pose to electronic records.

An evaluation of the likelihood of certain risks helps
define the specific methods used to protect vital elec-
tronic records.

Below is a list of potential disasters that can destroy or
damage electronic records:

Malicious destruction or damage due to sabo-
tage, viruses, terrorism and warfare.

Natural disasters, such as fire, flood, earthquake,
violent weather.

Accidents resulting from carelessness or negli-
gence, such as water damage, explosion, or
fire.

Storage in improper environmental conditions,
such as poor humidity or temperature control.
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Over reliance on fire-resistant storage cabinets,
which protect from direct flame damage, but
not from heat damage to media.

Poor storage practices, such as careless tape
mounting, failure to rewind, ineffective labeling,
or failure to regularly test tape inventories and
back-ups.

Hardware failure.
Malfunctioning software.

There are two types of risk assessments that the vital
records team can undertake. A qualitative risk assess-
ment involves an evaluation of the environment in
which electronic records are stored, taking into
account how the records will be retrieved and used.
This type of evaluation will point out areas of potential
risk that the firm can take steps to rectify. Areas of
evaluation include security and access, password pro-
tocols, the use of surge and UPS equipment, fire pre-
vention and control apparatus, back up procedures,
and the likelihood of hardware and software failure.

A quantitative risk assessment estimates the likelihood
of specific types of disasters and their impact on the
firm's losses. The basic elements of such an assess-
ment include a determination of the risk, the probabili-
ty of such a disaster on an annual basis, and the cost
of such a disaster. Again, such an analysis points out
the appropriate priorities for the protection and recov-
ery of vital electronic records.

Protect and Update the Records

Traditional (i.e., paper-based) vital records methodolo-
gies called for protection by creating additional
copies of the records. These copies were either delib-
erately made or were the natural result of a business
process. The copies were dispersed to other locations,
where they would be available for recovery after a dis-
aster. To the extent that copies or the originals were
maintained onsite, protective storage was used, such
as fire-protected cabinets or vault storage. Finally, vital
records were scheduled, so that older copies of
records could be destroyed and replaced with current
versions.”

Although most law firms do not have formal vital
records programs, they do protect electronic informa-
tion using methodologies based on these traditional
principles. Law firm IT staff routinely rely on back-up
procedures for electronic data and store these back-
up copies offsite as a protective measure. Firms care-
fully select appropriate back-up media that satisfies
requirements for long-term storage and restoration. If
back-up media is stored onsite, protected cabinets
and containers are selected.

In addition, IT staff uses technology to protect active
(i.e., not backed-up) records. Redundancy devices,
such as RAID arrays, ensure that information can be
salvaged in the event of a system crash. Virus protec-
tion software guards against outside corruption of
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data. Password protocols and other security devices
prevent unauthorized access to information.

Finally, some large law firms have designated and
designed hot or cold sites that will ensure their ability to
bring electronic systems on line as soon as possible
after a disaster. Multi-office firms can designate
another firm office as a base of operations after a dis-
aster.

Because of these in-place strategies, law firm electron-
ic records are already maintained in a current condi-
tion. To the extent that the firm's vital records are cre-
ated within the firm's electronic environment, it should
not be necessary to develop formal schedules to
update them. However, there may be certain vital
records that generate outside the firm. These might
include contracts, payables, and records from parties
received in response to subpoena. The vital records
team must develop a process to capture these
records electronically. A methodology to do this, using
already existing firm technology, is discussed below.

Implement the Program

Implementation consists of obtaining management
approval of the vital records program, publishing the
program and training lawyers and other personnel. It
also consists of routine audits to ensure compliance
and regular updates of the program to ensure curren-
cy. Audit reports should be sent to senior manage-
ment to evidence compliance and the overall effec-
tiveness of the program.

Using Existing Technologies to Create and
Manage Electronic Vital Records

Law firms routinely use technology to create and
manae information. It is probably safe to say that
most hard-copy records used by a firm are actually
copies of records that originated electronically.
Because of this, most law firm vital records are cap-
tured electronically in the ordinary course of the firm's
activities. However, as mentioned, certain vital records
originate externally and come to the firm as print
records only. In addition, the signed and executed
versions of certain vital records might need to undergo
a separate capture process, even though the docu-
ment originated using firm technology. Finally, to the
extent that handwritten attorney notes are considered
a vital record, they need to be converted to an elec-
tronic format.

The fact-finding exercises used to identify the firm's vital
records reveal which vital records exist electronically
and which do not. In order to implement a vital
records program based on electronic records, it is
necessary to capture those records that either did not
originate within the firm or which have added content
that does not exist electronically.

As will be seen below, firms routinely use a variety of
records creation and capture technologies. The result
is that many vital records already exist in electronic



form. It also means, however, that vital records reside
in different native applications, which in turn reside in
different locations. To ensure that the firm can locate
all vital records quickly, it needs a cataloging system
that tags records as vital and indicates their location.
An automated records management system includes
this functionality and, when coupled with the firm's
strategies for back-up and redundancy, is the final
technology that permits law firms to implement vital
records programs based on electronic records.

Records Creation Technologies
Word processing

This is the most common records creation technol-
ogy in the firm. Word processing software is used to
generate most of the documentary records that
populate both the client/matter file and the firm's
administrative files. Correspondence, memoranda,
reports, briefs and filed documents are all created
using word processing software.

Process-based software

Firms use different application software to auto-
mate and manage administrative processes. The
structured information in each of these applications
serves as a record of the firm's activities, transac-
tions and current position in its administrative areas.
Post-disaster reports generated from these systems
will enable the firm to reconstruct its operational
position. Examples of these systems and the vital
information they contain are:

Timekeeping, Accounting and Finance
Accounts receivable, payable and other finan-
cial information.

Human Resources
Payroll, benefits, other human resources obliga-
tions.

Conflicts of Interest and Client/Matter Intake
Status of potential clients and matters.

Docket/Calendar
Upcoming due dates.

Contact Management
Names and addresses of firm contacts.

Records Management
Catalog of firm's client/matter file holdings.

Inventory Management
Catalog of firm's physical inventory, including
furniture, computers, printers, etc. Necessary for
insurance claims.

Library Catalog
Catalog of firm's print library holdings. Necessary
for insurance claims.

E-mail

E-mail is rarely viewed as a records creation tech-
nology, even though it is a pervasive communica-
tions medium that has almost replaced formal let-

ter writing in legal practice. As such it constitutes a
significant repository of correspondence, and other
records that should be included in both administra-
tive and client/matter files.

Firms use other types of records creation technologies,
including spreadsheet applications, presentation soft-
ware, and database software.

Records Capture Technologies

Imaging is the most logical choice to capture non-
electronic vital records. Today, most firms already use
imaging technology for specific purposes. The most
obvious example of this is litigation support software,
which images produced documents, and then index-
es them for retrieval.

The cost of imaging technology and storage has
dropped to such a degree that it is now possible for
law firms to consider expanding the scope of their
imaging activities. Rather than restricting it to high-vol-
ume litigation matters, firms can consider using imag-
ing to capture designated vital records. If the firm's
vital records list includes documents that do not exist
electronically, the firm should evaluate the cost of
imaging these records, so that its vital records pro-
gram can rely on electronic records.

Records Repositories

Because of the variety of technologies used by most
firms to create and capture electronic records, they
reside in a variety of native applications. This makes it
difficult to segregate vital records from other important
records. If a disaster occurs, it will be critical for the
firm to locate and bring vital records online as quickly
as possible.

One solution to this problem is to designate a single
repository for vital records. To some extent this already
exists in those firms that have implemented a docu-
ment management system (DMS). These applications,
which apply structured information to unstructured,
documentary records, serve as repositories for records
that have been created using standard records cre-
ation technologies such as word processing, spread-
sheet or presentation software. The DMS can also
serve as a repository for e-mail message and images.

The DMS however, cannot serve as a repository for
reports that generate from process-based applica-
tions, unless the reports are converted to standard
word processing or spreadsheet formats. Some firms
have addressed this problem by placing the reports in
a data warehouse; this solution requires an ongoing
process to add current reports to the warehouse.

The combination of DMS and data warehouse will help
a law firm locate its vital records in fewer places.
However, since these repositories will hold non-vital
records as well, the firm still needs a tool that will list
and point to vital records specifically. This is the role of
the automated records management application.
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The Automated Records Management
System

The automated records management system ("RMS")
functions much like a library card catalog - it allows
the firm to use structured data elements (metadata) to
describe the firm's records holdings. The RMS imposes
a hierarchical classification structure on records that
links them to specific clients, matters and folders.
Non-billable client/matter numbers can be created for
administrative departments to allow capture of meta-
data for the firm's operational records.

The RMS is a critical tool for the management and
recovery of vital records. Functionality in these prod-
ucts permits the firm to describe its vital records at the
document level. Specific metadata fields tag the
records as "vital' and also indicate their location,
which can be a physical space or an application
path. In the event of a disaster, the firm's RMS can
produce a listing of all firm vital records and their loca-
tions, to the extent that the firm has recorded this infor-
mation in the RMS. Thus, the RMS is itself a vital record.

Current generations of law firm RMS products also
enable the management of electronic records. Most
law firm commercial products are integrated with doc-
ument management systems and imaging systems,
so that the DMS ID number or the imaging path can
be entered in the location field of the RMS. Clicking
on this field launches the DMS or imaging application,
allowing the user to view the record.

It is also now possible for users to "declare” metadata
into the RMS from the native application. This integra-
tion currently exists only with DMS products and e-mail
systems, primarily Microsoft Outlook. Once the docu-
ment has been created in the native application, the
user clicks an icon, which allows already-defined pro-
file information to be exported to the RMS.

Some RMS products take control of the declared
record and remove it from the native application, pre-
venting further editing and preserving its status as an
issued record. The RMS can thus act as a records
repository in the same way as a DMS or data ware-
house. Because an RMS may not be able to capture
records generated by systems such as process appli-
cation software or non-word processing records cre-
ation applications, its use as a repository is limited.

Using the RMS as a centralized catalog of vital records
permits the firm to quickly recover those records it
needs to resume operations and client service after a
disaster. Ensuring that these records have been creat-
ed or captured electronically results in less down time
during the recovery process. Using standard redun-
dancy and back-up protocols means that copies of
current vital records will be available for recovery.

This diagram illustrates how a firm, once it has taken
steps to identify its vital records, can use existing tech-
nology to create, capture and recover the information
it needs to survive when it encounters a disaster.
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When Good Data
Goes Bad

Independent Consultant

At the heart of the law firm, as with most businesses, is the intent to
make money. It is the accounting system that tracks time and dis-
bursements, produces bills, and collects cash. If this process stops
for an extended length of time, the law firm goes out of business!
While continuing to take care of the client's legal needs is clearly
seen as a priority in a disaster, keeping the bills going out the door
and the cash coming in is also very important for the ultimate sur-
vival of the firm. Even in a short-term "disaster’, the firm must be able
to incur expenses on behalf of the client, which usually means writing
checks and handling accounts payable.

The accounting work consists of a number of time-constrained activi-
ties. Payroll must be met; checks must be cut; bills must be sent;
deposits must be made, 1099 forms must be mailed and tax returns
must be filed. In this regard, the accounting work is not much differ-
ent from other areas of a law firm, except that those outside of
accounting often do not realize the time-sensitive nature of this work
until a deadline is missed.

The accounting software typically consists of both a database and
the programs that access the database. We need to protect both
of these software areas as well as the hardware and hardcopy paper
that supports them. The accounting system is a transactional data-
base, where most of the information relies on all the past history in
the system. One can rarely restore one transaction or one table from
a week or a month ago like one can restore an individual document
from among millions at a firm. Unlike almost every other database in
the firm, the accounting system must meet a much higher level of
internal integrity that can hold up under the scrutiny of several yearly
audits.

The author has withessed widespread misunderstanding over this nature of the accounting
database by both IT and accounting personnel, not to mention attorneys and other staff.
One example on the IT side comes to mind often. After the IT personnel worked for a week
to fix one corrupt table in the database constantly reassuring the accounting department
that everything would be fine, the IT director announced that the easiest solution would be
to "simply" restore the database back to the week before! Following efforts to resuscitate the
accounting department, it was explained that they couldn't "simply" figure out what had
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been done since the point of the proposed restore
and "simply" re-enter all their work along with all the
time entries made by the timekeepers. IT ultimately
spent a little more time and fixed the table.

Other examples from the accounting side usually cen-
ter around a superficial knowledge of the database.
One controller who had a basic knowledge of the
tables in the system couldn't understand why all the
transactions for one particular bill couldn't just be
changed to correct a biling mistake. He was ready to
update one table until it was pointed out to him how
those transactions rippled through at least 19 other
tables and affected balances for every month since
the date of the bill.

The accounting system is probably the most compli-
cated database the firm owns. It needs to be taken
seriously by all involved, and it needs to be well pro-
tected. In addition, while not specifically addressed
here, most accounting programs now contain other
modules such as conflicts, records, marketing, calen-
dar and other practice management systems. If this is
the case in your firm, the protection of your account-
ing system takes on even more importance.

Certainly firms need to consider the entire range of
insurance options to cover business interruptions, lost
income and employee bonding for instance. While
an important element in disaster planning, it is beyond
the scope of this white paper to delve into the details
of such insurance policies.

Central to this paper is the internal practices and pro-
cedures that need to be in place to ensure that the
work of the accounting department can be recovered
in the event of a disaster. We will proceed by examin-
ing the spectrum of possible losses that might occur -
from the mildest to the most extreme.

Perhaps the mildest "disaster" for accounting would be
for the system to be "down" for a short period of time.
Nothing is lost, but nobody can work on the system
until it is made available again. Such a scenario
could happen for many reasons. Perhaps the network
went down, a long upgrade had to be performed or
the database server hardware crashed. Depending
on the time period involved, this may mean writing
manual checks, tracking cash receipts manually so
the money can be deposited in the bank, and per-
haps creating manual bills to clients. Despite having
to catch up when the system becomes available,
such an interruption can be survived for brief periods
of time.

Having physical supplies on hand to get through the
down time is important. Many firms use blank check
stock and rely on the application to print checks,
including the MICR encoding line. A supply of pre-
printed checks should be maintained that can simply
be filled in with a typewriter or by hand. Many firms
also rely on the application to print the firm’s letter-
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head in lieu of pre-printed stock. A supply of pre-print-
ed bill and reminder statement stock should also be
maintained. It would also be helpful to have a few
forms ready for manually tracking checks and cash
receipts. This would ensure all the needed information
was captured in an appropriate format for easy data
entry later on.

Some firms have looked at clustering technology to
minimize such down time, but, in the author's opinion,
this is not yet robust enough to meet the stringent
requirements of an accounting system. More than
any other database in the law firm, the accounting
database is totally reliant on what is known as the
"ACID" properties of Atomicity, Consistency, Isolation
and Durability. Without going into all the technical
details, an "atomic" transaction guarantees that all or
none of a declared transaction (one transaction could
involve thousands of rows in many tables) will occur
and that each transaction will occur in the exact
sequential order that it was submitted to the data-
base. Thus, if something happens in the middle of
executing a transaction, that transaction would be
completely rolled back as if it never happened along
with every other transaction that hadn't completed. If
two transactions access the same data, one is always
blocked until the other one finishes to ensure the
sequential order is preserved.

Paying the same bill with two client checks or cutting
two firm checks with the same check number are only
two examples where maintaining the sequential nature
of accounting transactions is crucial. It is the data-
base which ensures that an invoice isn't paid twice by
two different accounts payable staff or that two of the
firm's bills don't have the same bill number. For cluster-
ing to work, not only must the database match the
highest level of transactional protection in any cluster
cutover, but the accounting program needs to know
about and be able to handle such an event. The
seamless cutover simply doesn't exist at this point in
time.

Rather than cluster their accounting servers, many
firms have a backup database server on hand. It can
be used for testing and running reports on a regular
basis and if the primary server goes down, it can be
pressed into service with relative ease. This solution is
not for the brief and occasional interruption described
above, but is an excellent foundation for disaster plan-
ning. This scenario brings us to the next level of "disas-
ter" that could happen, one that would require a
restore of the database and possibly a restore to a dif-
ferent server.

If the system goes down in such a manner that the
database must be restored to either the same or a dif-
ferent machine, then another layer of concern enters
the picture. There are a number of scenarios that
could cause this to happen besides physical devasta-
tion from fire, flood and earthquake: corruption in the
database, catastrophic loss of disk drives, upgrading



to a new machine or major hardware problems with
the database server to name a few.

Restoring the database from a backup means under-
standing when the backup was taken, and re-entering
any work that was lost. For the reasons outlined
above, restoring the database almost always means
restoring the entire database. Of course this raises the
issue of the firm's backup strategy. Most all firms will do
a complete backup of their accounting database
every night. Most will take at least one tape weekly to
off-site storage. In addition, most firms will perform a
special "month end" and "year end" backup to be
stored off-site and possibly restored into a "reporting"
database.

Backup strategies are fairly routine these days, and this
article won't address details, but there are some
important considerations for accounting systems we
must cover. Saving a "month end" and "year end"
backup tape is a great idea in general. However, one
needs to remember that as the software is upgraded
and database changes are made, those backups
may not be usable by the accounting software across
upgrades. Most likely the reports could be run, but
even this outcome is not guaranteed, and the firm
needs to consider underlying version upgrades and
their effect on the database and reporting. Indeed,
the reports themselves may have changed and may
not run accurately against older instances of the data-
base!

Thus, having backup tapes of the database is proba-
bly not enough for your firm. It is necessary to store
backups of the application files as well. Certainly as
soon as an upgrade is performed, a complete back-
up of both the database and program files should be
made in order to establish a new base-line for any
possible restore. In this day when applications are
highly user-customized, firms tend not to consider their
own customizations as an "upgrade". Changes to
reports, bill formats, user-defined fields, stored proce-
dures, views, triggers, and user-defined tables should
all be considered an "upgrade" in the sense that they
should be logged and backed up.

The author has experienced many situations where a
firm claims a bug in a report has mysteriously crept
back into their system. Usually IT has restored the file
server without alerting accounting or being aware of
the fact that files on the file server may be constantly
changing. From their perspective, they may only be
tracking release upgrades from the vendor without tak-
ing into account what the firm itself has changed.
Reports and bill formats are the most common exam-
ples. Alog must be kept to correlate when upgrades
and other changes (database or files) were made to
specific dates and backup tapes.

Obviously, if a restore is necessary, one wants to
restore the absolute latest backup. Most newer
accounting systems use a relational database and

therefore have the ability to backup the transaction
log throughout the day. The transaction log is a log of
everything that happens within the database. This log
can be re-applied to a full backup in order to "roll for-
ward" transactions that occurred after the full backup.
If a full backup was performed the night before and
the transaction log was backed up at noon, then one
could restore the full backup and apply the transac-
tion log to restore all transactions that happened in the
morning. Daily transaction log backups need to be
part of every firm's backup strategy.

Most database products have certain commands that
are not logged and therefore invalidate the transac-
tion log. Itis important for firms to understand the
database product they are using and ensure that the
backups and logs are restorable. In addition, all back-
up tapes have a limited life and need to be replaced
on a regular schedule. Just because a backup
process completes doesn't mean the data is actually
on the tape. Restoring the month-end tape into a dif-
ferent database at the end of each month is an
excellent way to test your restore capability.

Because databases in general are rapidly increasing
in size, many database products now allow incremen-
tal backups. This is much like backing up only those
files on a file server which have changed since the last
backup. Itis quite different from a transaction log
backup. In the author's opinion, an incremental back-
up should never be used for accounting databases as
the probability of error and failure is too great. The
author has yet to see an accounting database, even
in the largest of firms, that will not easily fit onto one
tape backup. Entire backups should be performed
every night.

If a restore to a different database server is required, it
is also important to have all the server information
necessary for a successful restore. There are many
items to worry about:

1. Does the backup server have sufficient disk
space, and is the configuration of those drives
adequate to hold your database? The parame-
ters of the database server itself need to be
known. Most databases require server level set-
tings to be identical in order to restore a data-
base from a different server.

2. Are all the user logins established on the new
server, and are they in sync with the old server?
This concern applies not only to passwords but to
the users themselves. What users have been
added or deleted to the main server that have
not been replicated on the backup? In many
databases there are two records for a user, one
at the server level and the other at the database
level. These two records must link to each other.
Thus, the server level record must match
between the two servers. However, one cannot
typically backup and restore server level data-
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base information, and it is certainly not included
with the database backup!

3. What does it take within your accounting system
to point all your users to a different server, possi-
bly with a different TCP/IP address? Alternatively,
what must happen to take your old server offline
and rename your new server to be identical to
the old one?

Clearly, it is best to practice this scenario on a regular
basis. You don't want to be learning how to install and
configure a database server and have to add hun-
dreds of users to the new server in the middle of a cri-
sis! It is important to document your server, including
all updates and hotfixes applied to the server itself.

Technical considerations for restoring the database
are not the only considerations to worry about. If a
restore is necessary, the accounting department will
have to reconstruct information that was entered into
the system after the point of restoration. This most like-
ly includes time, disbursements and bills - items which
would probably affect everyone in the firm. Very few
firms have sufficient recordkeeping to cleanly recon-
struct all activity from one or more days, to say nothing
of a week or a month! Maintaining archives or hard-
copy of disbursement imports, time sheets, bills, invoic-
es, bank statements and checks at least for a certain
length of time could come in very handy.

Equally important is understanding how to avoid the
disaster in the first place. The most likely hardware fail-
ure to force a restore is a disk drive failure. If some-
thing other than the disk drive fails, most likely it can be
repaired, and the system can be brought up again.
However, if one of the disks fails with no redundancy,
then the data is lost.

For this reason, various RAID (Redundant Array of
Inexpensive Disks) configurations are usually used to
provide pretty good safeguards against data loss.
However, many a firm has been caught in a situation
where a drive went bad and no-one noticed.
Eventually other drives failed and the safeguard had
been lost. The moral of that story is to be sure to mon-
itor your hardware to catch failures before the redun-
dancy also fails!

Other than hardware failure, the most common reason
for a database restore is corruption. While database
vendors assure everyone that the relational "atomic”
functionality guarantees the integrity of the database,
we know that in reality there are many reasons a data-
base can become corrupt. A corrupt database
means that some part of the internal structure of the
database has gone bad. Rows within a table have
become separated from the table; indices return
wrong information; pointers within the database point
to invalid places; these are all examples of a corrupt
database. Some corruption can be repaired while
other corruption cannot. Generally speaking, the end
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user does not have access to these internal structures
and therefore has limited means to repair them. A
good analogy would be for someone to try to repair a
corrupt Word or WordPerfect document. We have all
seen plenty of examples of both that are simply
beyond repair!

The best way to safeguard against corruption is to
check the integrity of the database on a regular basis.
All relational database products and most other data-
base products have utilities to do this. Most firms will
want to perform these checks on a nightly basis. More
importantly, most firms will want their staff to review the
results of these checks immediately!

The author has seen too many firms that didn't bother
to check the results at all or didn't realize they were
looking at old results because they assumed the
integrity checks were running automatically when they
weren't. One firm went several months without looking
at the results and ended up restoring from a backup
that was several months old because all the interven-
ing backups were corrupt as well. It was many addi-
tional months before they were back to normal again.
If your database is corrupt, you must restore from a
backup that is not corrupt! Successfully backing up
the database does not mean that it is not corrupt.
One must understand that the corruption is merely
being backed up along with everything else.

Last but not least is the scenario where both hardware
and software are lost in a catastrophic failure. This
scenario enters the realm of a complete disaster prob-
ably affecting much more than just the accounting
department. All of the issues raised above apply.
Given the existence of a good backup, the main issue
is how long will it take to be up and running again. In
the case of moderate down time, the most important
information for day-to-day operation would be AR, WIP
and payroll. Many firms keep well-catalogued binders
of month-end reports that would help in this scenario.
However, it is surprising how many do not safeguard
those reports in any way. Many times they are sent off-
site only after they are several years old.

Clearly, in the case of a more classic "disaster” such as
an earthquake, fire, flood, hurricane or tornado,
arangements should be in place for working from a
"hot" site or remote office. As firms become national
and international in scope, having redundancy at
another office is increasingly an option.

The absolute worst case scenario, which would be
devastating to most firms, would be the necessity to
completely start over from scratch. If everything were
lost and no usable backups existed, the firm would
have to start from an empty database and re-enter
whatever information it could find. In this case, AR
and WIP would be most important to begin with. The
firm would have to make some strategic decisions as
to the feasibility of recreating any history.




This article has dealt with various levels of "disasters”
that might happen to an accounting department,
from a minor system crash to a complete loss of data
and everything in between. In the author's opinion,
two major items have always surfaced in the face of a
disaster. First, finding a good, usable backup; and
second, having the knowledge to quickly get a sec-
ond server up and running. While most firms handle
the backup issue fairly well, the detailed knowledge
needed to create a new server is usually lacking.
Perhaps it has been years since the initial install or per-
haps the person wasn't even at the firm at the time of
the install. Regardless of the reason, firms tend not to
invest enough in thoroughly training their personnel on
the database system itself.

Having a spare server seems to greatly alleviate this
second issue. Restoring the database to this server
every month and having to work from this second
database forces the staff to rehearse a recovery sce-
nario. It also allows the staff to recreate this server
occasionally without fear of interfering with normal
operations. As a final word of caution, it should be
noted that while catastrophic disasters such as floods,
fire and hurricanes are rare, the author has tried to
point out that most all of the disasters mentioned in
this paper can happen from everyday problems as
well. As such, they are far more common than firms
realize.




The Law Firm of the Future

Architecting an Information
by Lynn Marquedant I nfraStrUCtu e

EMC Corporation

Information Storage Infrastructure Is the Key to Disaster Protection
We've all heard it said before . . . "Most of what lawyers do is paper-
work." That paperwork includes researching legal precedents and
preparing contracts and other documents. Paper accumulates with
every deposition. One complicated case can generate thousands
of pages of testimony. And all of this paper has to be read, ana-
lyzed, refined, and then stored into usable, searchable information.
Add time, and this becomes a mountain of information - the stor-
age, searching, and retrieval of which simply must be automated if
any of it is to be used in the future.

What will tomorrow's legal services IT infrastructure look like?

How will law firms of the future be organized to best leverage their
intellectual property?

And . . . Why is it imperative to start building a company-wide infor-
mation infrastructure now?

Information Is Money
The successful digital lawyer is one who knows that he or she is
in the information business as much as in the legal business,
and that while automation often means that "time is money" in
law practice, the more important insight is that "information is
money."

Individuals and companies need specific knowledge that lawyers possess. Law firms, large
and small, provide specialized knowledge in a variety of ways.

Recent advances in information technology are transforming the methods that lawyers use
for processing knowledge and delivering legal services to clients. The information storage
network infrastructure will become a critical tool in every aspect of law practice. The ability
to share, manage, and protect legal knowledge on an information infrastructure will propel
the forward-thinking law firm to greater success in the future.

IT Challenges Will Continue

As we venture into the new century, law firms will set out "to transform legal communications
and transactions from paper-based to electronic-based systems in order to reduce costs
and improve productivity, speed and overall effectiveness". This paper outlines the

*Ethan Katsh, Law In A Digital World: Computer Networks and Cyberspace , 38 Vill. L. Rev. 403, 449-52 (1993).




information technology challenges they'l face and a
three-phased approach to implementing and stan-
dardizing an information infrastructure - all to ensure
the lawyers will have access to information at any time
in the day or night and to ensure they are protected in
the event of a natural or man-made disaster.

Today's law firms have an amalgamation of disparate
technologies and a limited number of IT personnel.
The most common IT challenges include the need to:

~Integrate heterogeneous information sources,
including public records data and scanned
images,

~Support heterogeneous platform access including
Windows 3.1, 95, 98, and 2000, UNIX, and Linux,

~Control costs and maximize efficiency,

~Enable the use of information sharing standards
such as the XML Court Filing Standard,

~Ensure consistent service, high availability and dis-
aster protection to lawyers, clients, and courts,
and

~Support expansion of their business

Time is of the essence. The majority of today's firms will
continue to face these information technology chal-
lenges through the 2000's. The pro-active law firms -
those that start to architect an enterprise-wide informa-
tion infrastructure now - will be better positioned for
future growth.

Online Applications Will Drive the Law Firm of
the Future

The law firm of the future must support new on-line
applications while at the same time ensuring compati-
bility with the firm's traditional e-mail, biling and project
management applications.

Electronic filing will streamline the traditionally resource-
intensive process of managing legal documents
through litigation. With electronic filing, documents are
shared over a computer network at the touch of a
button instead of photocopying and hand-carrying
legal documents between lawyers, clients, financial
institutions, and any of a number of other interested
parties. The law firm of the future will file legal motions
to the courts and request the documents served to
other parties all electronically over the Internet.
Similarly, they will receive judges' orders and decisions
directly on their computers.

Similarly, in preparation for taking legal action, the
firm's attorneys and paralegals need electronic access
to research past litigation, outcomes, and precedent
history. They need electronic access to legal informa-
tion either over the Internet protocol (IP) or via their
Electronic Data Interchange (EDI) network. With elec-
tronic access to repositories of legal information, the
law firm's personnel will perform more sophisticated
searches in far less time than ever before.

And finally, with research completed and their litigation
strategy in place, the law firm of the future will need
electronic access to the court's case management
system in order to schedule proceedings more quickly
and efficiently. Lawyers and even clients may be
able to schedule appointments in real-time without
the overhead and time-delay of an administrator or
intermediary.

The law firm of the future will need to support these
new online legal service applications AND their existing
e-mail and billing systems. Tomorrow's IT solution must
be modular, adaptable, and flexible to grow in any
direction the law firm, its partners, and large clients
dictate.

Law Firms Will Implement Information
Infrastructure in Phases

The law firm of the future will plan and manage the
building of an information storage infrastructure in
phases. Some firms will augment existing structures
while others will completely re-engineer or outsource to
run their business around the Information.

Recalling Professor Katsh's words " the successful lawyer
is one who knows that he or she is in the information
business as much as in the legal business", and given
the continued shortage of IT staff, the law firm of the
future will invest in and rely on a team of skilled IT per-
sonnel, without regard to where or for whom the indi-
viduals work. Instead, the successful law firm of the
future will build a vitual team of IT expertise, assem-
bled from in-house staff, consulting agencies, and
vendor representatives. Following are the implemen-
tation steps that tomorrow's winning law firms will take
to succeed.

First Step: Build the Foundation for Legal
Document Archive and Retrieval

The first step is to consolidate and merge disparate
information technology around a common storage
infrastructure. Most law firms have acquired a set of
heterogeneous platforms over several years - each
time choosing the "best" computing platform for the
new application. At some point, the law firm of the
future cleans-up its datacenters, protecting the invest-
ment in as much of the existing equipment as possi-
ble, and connects its heterogeneous servers to a
common repository of information storage. This be-
comes the foundation for legal document archiving
and retrieval. Often the law firm will designate a mas-
ter datacenter and one or more remotely located
datacenters for disaster protection. The law firms of
the future will install highly available and redundant
disk subsystems in each location and connect them
via high-speed channels to facilitate sharing, man-
agement and protection of the firm's business informa-
tion.

Second Step: Create a Highly Available
Environment to Attract and Retain Attorneys
and Clients

Page 19




With the information repository foundation in place
and a high-speed channel connection between the
datacenters, the firm of the future will install software to
mirror (or make a copy) of the information between
the two datacenters in order to assure business conti-
nuity. This means that no matter what happens to the
firm's information at one site, the lawyers, clerks, and
others can automatically access the other copy of
information in the other site. They will be able to do
this with little or no perceptible performance degrada-
tion so business will not be disrupted. The information
storage network will be extendable to new lawyers and
workers - located anywhere in the world- providing
they have the appropriate security clearance.

To further protect the availability and the reliability of
the information, the firm can install Input/Output (//O)
load balancing software on its UNIX and NT systems.
This software will ensure that the firm's user requests for
information get directed through the fastest path of
access. This ensures a positive user experience. The
lawyers and clerks at the firm, short on time, and long
on pressing court dates and meetings and deadlines,
will get to their information when they need it and ulti-
mately will log more billable hours.

Final Step: Position for Future Growth with
Modular Information Management

The successful law firm of the future will grow and
change to leverage the value of their information. In
order to manage the consolidation of their datacenter
assets, ensure high service levels, and generally opti-
mize efficiency, they will install storage management
software. With this software they will monitor individual
information storage device activity. Theyll manage
capacity and automatically re-allocate disk to support
high-traffic applications and geographies.

One of the most far-reaching features of the informa-
tion infrastructure is the ability to use software to save
time. The law firm of the future will be able to generate
new revenue based on the information infrastructure.
For example, with state-of-the-art point-in-time copy
software, copies of the information can be made
available in different formats to clients and others in
the supply chain. Real estate companies, for exam-
ple need access to purchase and sales (P&S) agree-
ments as do title and deed companies. The law firm
of the future can store the master P&S, and then pro-
vide access to a copy to these other invested parties.
The point-in-time copies will all be based on a single
production copy of the information - to ensure consis-
tency to these different groups of users. The law firms
of the future will charge a fee each time an outside
company wants access to their information; thereby
further proving that "Information is Money".

For another example, using the point-in-time copy soft-
ware, the law firm of the future will be able to off-load
operational tasks such as backup and restore. The
large volumes of legal information will never travel over
the communications network, rather it will be backed
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up off the "back-end" of the information storage net-
work - through the high-speed channel. The result is
that lawyers and clerks at the firm can still access the
data at any time, day or night, and be assured that
the data is fully protected and available.

Summary: Information Infrastructure Will
Propel Law Firms into the Future

The law firm of the future that implements a modular,
scalable information infrastructure will achieve numer-
ous and measurable benefits from deploying a com-
pany-wide information infrastructure.

Major financial and operational benefits can be real-
ized almost immediately. A network optimized for
information storage will require fewer people to man-
age operations. Sophisticated replication software
allows the law firm to "in-source" their disaster recovery
contract at a considerable cost savings. They can
achieve a measurable performance improvement by
positioning legal information closest to where it is
needed. Most importantly, by centralizing their critical
business information and providing virtually continuous
availability on a "24x7xforever" basis, the law firm of the
future can grow rapidly, satisfy changing customer
requirements, and generate new revenue while at the
same time minimizing its risk and protecting itself from
business interruption.

Summary of Benefits of Implementing a
Firm-Wide Information Infrastructure:
Law firms can save system manage-
ment costs by consolidating disparate
datacenters and standardizing on an
information infrastructure

Law firms can attract new clients and
generate additional billable hours when
more people can connect to the legal
information more quickly.

Future law firms' IT departments will inte-
grate heterogeneous information
sources more easily and include
access to court schedules and public
records data.

The successful law firm of the future will
attract more loyal clients and improve
customer satisfaction because their
information will be available when and
where they need it.

The law firm is positioned to expand into
new geographies, offer additional prod-
uct lines, and enter new businesses by
using and leveraging the legal informa-
tion infrastructure.
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